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Don't Fall Vitctim To Scams This
Holiday Season

 
VFC Shield Members,

Every year, thousands of people become victims of holiday scams. Scammers can
rob you of hard-earned money, personal information, and, at the very least, a
festive mood.

The two most prevalent of these holiday scams are non-delivery and non-payment
crimes. In a non-delivery scam, a buyer pays for goods or services they find online,
but those items are never received. Conversely, a non-payment scam involves
goods or services being shipped, but the seller is never paid.

According to the Internet Crime Complaint Center’s (IC3) 2021 report, non-payment
or non-delivery scams cost people more than $337 million. Credit card fraud
accounted for another $173 million in losses.

Similar scams to beware of this time of year are auction fraud, where a product is
misrepresented on an auction site, and gift card fraud, when a seller asks you to
pay with a pre-paid card.
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See the below resources for more tips on staying safe this holiday season. 

 

Resource | FBI

Holiday Scams
When shopping online during the
holiday season—or any time of year—
always be wary of deals that seem too
good to be true. Do your part to avoid
becoming a scammer’s next victim.

View Resource

 

 

Resource | CISA

Holiday Shopping Online
The holiday shopping season is here,
and while millions of Americans will be
looking for the best deals the internet
has to offer, cyber criminals will be hard
at work looking to target online
shoppers. The holiday shopping season
is a prime opportunity for bad actors to
take advantage of unsuspecting
shoppers through fake websites,
malicious links, and even fake charities.
Their goal is simple: get a hold of your
personal and financial information to
compromise your data, insert malicious
software, steal your identity and take
your money. 

View Resource

 
 
 

View Virginia Fusion
Center Homepage

﻿Click Here

Observe Suspicious
Activity?

﻿Report Online
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Not a VFC Shield Member?

Join Today

 
 

Virginia Shield Coalition
 

"Awareness Through Information Sharing"
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